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Risk and control Activity Matrix (RCAM)
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Incident Management Services
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Configuration management database (CMDMB) .

Assetmangement systems.

Simple Network Management Protocol (SNMP).

Reporting agents.

IT Assets Inventory
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Training courses (internal and external).

News feeds.
Knowledge bases (KBs).
Training tools.

Social media.

Email.

Collaboration.

Vendor and industry advisories.

CERT advisories.
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RKI sniffers DPI.

Encryption services.

Firewalls.

Packer analyzer sensors.

IPSL\IDS.

Data loss prevention (DLP).

System and device management solutions.
Software distribution solutions.

Remote management systems.

Virtualization and cloud management solutions.
Document management.

Data classification systems.

Application — centric data management solutions.
Data obfuscation solutions.

Vendor information security advisories and KBs.
Honeypots tarpits.

Antimalware anti rootkit antispyware antiphishing
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Logs
SNMP
Alternating system
SIEM (Security Information and Event Management)
Management dashboards

Network operations centers (NOCs)
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CAATs (Computer Assisted Audit Techniques)
Document management system
Planning tool
Tracking issues system
Data analytics / sampling techniques

Workflow system
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Uptime institute, TUI Tier Standard: Operational Sustainability.

ANSI/BICSI 002 Data Center Design and Implementation Best

Practices.

CENELEC EN 50600 Information technology — Data center

facilities and infrastructures.

CEELEC EN 50173 — 5 Information Technology —

Generic Cabling systems

ISO/IEC 24764 information technology - Generic Cabling

systems for Data Centers

ASHRAE 90.4 — 2016 — Environmental Conditions
ISO 9000 — Quality System

ISO 1400 — Environmental Management System
ISO 27001 - information Security

PCl — Payment Card Internet Exchange, Data Centre business

continuity standard
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